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Abstract

Traditionally, responsibility for completing a mission and the resources needed to pursue it
aligned with organizational boundaries. However, key drivers in the business environment,
such as the globalization of business and the fast pace of technological change, have resulted
in increased outsourcing and partnering among organizations. It is now common for multiple
organizations to work collaboratively in pursuit of a single mission, which creates a degree of
programmatic and process complexity that can be difficult to manage effectively. In today’s
business environment, management and staff must be able to deal with intricate and unclear
interrelationships and dependencies among technologies, data, tasks, activities, processes,
and people. Mission success in these complex environments requires people to sort through
the inherent complexity when making important decisions. Effective risk management that is
based on a solid conceptual foundation is an essential part of this decision-making process.
This technical note begins to define this foundation by identifying the basic elements of risk
and exploring how these elements can affect the potential for mission success.
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1 Introduction

Responsibility for completing a mission and the resources needed to pursue it traditionally
aligned with organizational boundaries. However, key drivers in the business environment,
such as the globalization of business and the fast pace of technological change, have led to
increased outsourcing and partnering among organizations. It is now common for multiple
organizations to work collaboratively in pursuit of a single mission, which creates a degree of
programmatic and process complexity that is difficult to effectively manage. Mission success
in these complex environments requires a collaborative management approach that
effectively coordinates task execution, decision making, and risk management activities
among all participating groups.

1.1 Background

About three years ago, the Carnegie Mellon® Software Engineering Institute (SEI) chartered
a team to research approaches for managing risk in complex environments. When setting the
scope of this work, we focused on one particular type of operational complexity: distributed
work processes. The term work process, as used in this document, refers to a collection of
interrelated work tasks that achieves a specific result [Sharp 01].* A distributed work process
is one for which management control is shared by multiple managers that often reside in
different organizations.

Over the past several years, outsourcing and collaboration have becoming increasingly
popular, which has made distributed work processes commonplace. The paradigm of having a
single manager with absolute responsibility for an entire work process is becoming obsolete.
It is being replaced by a collaborative model where management responsibility for a process
is shared by several managers, each overseeing a part of the overall process. In addition,
work-process activities are no longer supported by dedicated, stand-alone technologies.
Rather, interoperable, networked technologies now support work processes. Management and
staff must now deal with interrelationships and dependencies among technologies, data,
tasks, activities, processes, and people that were unimaginable just a few years ago. Not
surprisingly, the complexity inherent in these distributed work processes beckons for new and
innovative approaches for managing risk.

Carnegie Mellon is registered in the U.S. Patent and Trademark Office by Carnegie Mellon
University.

The literature uses several terms synonymously with work process, including business process,
workflow, process, and operational process. All five terms are used interchangeably throughout this
document.

CMU/SEI-2006-TN-014 1



The research currently being performed is intended to address the need for new and
innovative risk management approaches that can be employed in a variety of settings,
including (but not limited to)

o large, distributed software development programs
e Department of Defense supply chains

o distributed information-technology (IT) processes for configuring and maintaining an
organization’s computing infrastructure

e core business processes that are distributed across departments in a single organization,
such as a patient-care process in a medical facility

While each of these examples possesses unique characteristics, all share a common
conceptual basis—distributed work processes that by their very nature increase risk.

Our ultimate research goal is to develop a flexible suite of methods, tools, and techniques for
managing risk in distributed work processes, such as those listed above. Establishing a solid
conceptual foundation in the area of risk management is essential to achieving this goal. As a
result, we decided to begin our work by answering the following fundamental questions:

e \What constitutes risk?

e What factors put operational missions at risk?

This technical note explores these two important questions. The research presented in this
document is a work in progress; it presents concepts developed in support of our research in
the area of mission assurance. Over time, we will refine and enhance this information as
research progresses. Future publications will reflect any changes or updates to the concepts
and philosophies presented in this report. The purpose for publishing these interim results is
to solicit feedback from the community and incorporate that input into future research.

1.2 Objectives, Audience, and Structure

The key objectives of this technical note are to (1) define the basic elements of risk and

(2) explore how these elements affect work processes. This technical note is written for
people who have experience assessing and managing risk in operational settings. It is divided
into four sections. This introduction serves as the first section; it provides background about
the research contained in this document. Section 2, “Deconstructing Risk,” examines the core
elements of risk and discusses how they apply to strategic and operational risk. Key causes of
operational risk are featured in Section 3, “Sources of Operational Risk.” This section
examines what conditions can put core business processes at risk. Section 4, “Potential
Applications,” explores how the ideas in this technical note might be applied to selected risk
management topics. Finally, Section 5, “Conclusion,” completes the report by summarizing
the history of the research described in this report and illustrating how the research findings
have influenced SEI work in the area of mission assurance.

2 CMU/SEI-2006-TN-014



2 Deconstructing Risk

To understand the nature of risk, we must begin with its definition. Although there are many
variations in how risk is defined, the following definition succinctly captures its essence: risk
is the possibility of suffering loss [Dorofee 96]. This definition includes two key aspects of
risk: (1) some loss must be possible and (2) there must be uncertainty associated with that
loss. One additional condition is necessary for risk to be present: a choice about how to
address it.” These three conditions form the basic underpinnings of risk and provide a basis
for a more in-depth examination of it.

2.1 Different Types of Risk®

The term risk is used universally, but different audiences often attach slightly different
meanings to it [Kloman 90]. For example, the way in which risk relates to opportunity
depends on the context in which risk is being viewed. Sometimes a situation presents both an
opportunity for gain as well as the potential for loss. In other instances, there is no
opportunity for gain, only the potential for loss. Risk can thus be further subdivided into two
types: speculative risks and hazard risks [Young 01].

Figure 1 illustrates the differences between these two categories. With speculative risk you
can realize a gain, improving your current situation relative to the status quo. At the same
time, you have the potential to experience a loss, making you worse off than you are at
present. Gambling is an example of taking a speculative risk. When you place a bet, you must
weigh the possibility of gaining additional money against the prospect of losing what you
wagered. In this example, your overall objective is to increase your wealth, and you are
willing to put money at risk to provide yourself an opportunity to make money.

In contrast, hazard risk only has potential losses associated with it and provides no
opportunity to improve upon the current situation. For example, consider how security can be
viewed as a hazard risk. Imagine that you are concerned about protecting valuables that are
stored in your home. Your main objective in this example is to ensure that none of the
valuables in your residence is removed without your knowledge and permission. After
evaluating how well your valuables are protected, you might decide to install a security
system in your residence to make it more difficult for a thief to break in and steal your
valuables. Notice that the objective in this example, by definition, restricts the focus of risk

Most definitions of risk explicitly reference loss and uncertainty. The third aspect of risk, choice, is
usually only implied.

Much of the material contained in Section 2.1 was originally presented in the technical note
Mission Assurance Analysis Protocol (MAAP): Assessing Risk in Complex Environments
(CMU/SEI-2005-TN-032) [Alberts 05].

CMU/SEI-2006-TN-014 3



on the potential for loss. In the most favorable of circumstances, you only keep what you
already possess. There is no potential for gain.

Speculative Hazard
Risk Risk
Gain
Status Quo
Loss

Figure 1. Speculative and Hazard Risks

Now consider another example involving security. In this instance, you would like to gain
peace of mind by preventing unsavory characters from gaining entrance to your house. Your
objective to feel more secure defines the context in which you view risk. After analyzing the
situation, you might decide to install a security system in your residence to make it more
difficult for someone to break in. You might reason that the added security will likely help
you feel more secure and likely help you gain the peace of mind you seek. In this example,
you are willing to invest money in a security system to provide yourself an opportunity to
feel more secure. The security risk in this example is speculative because it balances your
tolerance for risk (i.e., the amount of money you are willing to invest in a security system)
with your desire to realize an opportunity (i.e., gaining peace of mind).

Acrisk is thus not classified as speculative or hazard based on its type, but upon the context in
which it is viewed. The notion of explicitly establishing the context in which you analyze and
manage risk is vitally important to ensure that you make appropriate choices. The role of
context with respect to risk is discussed further in Section 2.3 in which we present the core
elements of risk.

2.2 Operational Risk

Managers in every organization deal with risk on many levels. Upper management most often
focuses on the speculative nature of risk. Management balances the risk of investing
organizational capital against the potential return on that investment and strategically
manages risk across the organization’s portfolio of activities and investments. However, at
the operational levels of an organization, staff and management are more typically focused on
managing a form of hazard risk called operational risk. As staff and management execute
work processes, operational risks begin to emerge. Deficiencies inherent in processes can

4 CMU/SEI-2006-TN-014



lead to inefficiencies and problems during operations, which can adversely affect the
organization’s chances for success.

Unfortunately, there is no universally accepted definition of the term operational risk. The
Basel Committee on Banking Supervision published a capital adequacy framework
commonly known as Basel Il that includes a definition of operational risk commonly used in
the financial community. Operational risk, as defined in the Basel 1l framework, is “the risk
of loss resulting from inadequate or failed internal processes, people and systems, or from
external events” [BIS 04].

The Basel Il definition of operational risk focuses on risk stemming from the execution of a
work process. However, it does not account for a second, equally important aspect of risk that
can occur during operations: the risk associated with the expected outcome of a process (i.e.,
its mission). For example, in software development, there can be considerable risk associated
with the product being developed (i.e., the outcome, or mission, of the development process).
If the development of a software-intensive system is an unprecedented effort, considerable
risk is inherent in the system being developed. Because an unprecedented system, by
definition, has not been developed before, management and staff must base their plans on
assumptions rather than experience and data. As a result, there is a very real possibility that
the system will not be developed within its quality, schedule, and cost parameters because
key assumptions likely will not accurately reflect the reality that unfolds. In fact, when
developing an unprecedented system, little risk may be associated with the processes, people,
systems, or external events (the key sources of operational risk according to Basel I1), yet the
mission could still be at considerable risk due to the uncertain nature of the development
effort. Notice that the risk embedded within a mission is beyond the scope of the Basel 1l
definition of operational risk. As a result, a broader definition of operational risk is needed.

The following definition of operational risk is used throughout this document: operational
risk is the potential failure to achieve mission objectives. This definition includes loss (failure
to achieve mission objectives) and uncertainty (possibility that the failure might or might not
occur). At the same time, it is sufficiently general to be applied in a variety of diverse
domains.

To summarize, although there are many different forms of risk (e.g., business, operational,
project, and security risks) all share the same conceptual basis. At the same time, there can be
significant differences among the tangible characteristics of various types of risk based on the
context in which it is viewed. For example, a speculative risk, like business risk, has unique
qualities that differentiate it from a hazard risk, such as operational risk. The speculative
nature of business risk allows for both gain and loss, while operational risk offers no
opportunity for gain.

* Asecond solution is to define another type of risk, rather than expand the definition of operational

risk. This alternative is addressed in Section 5.

CMU/SEI-2006-TN-014 5



So far, our discussion has focused on the conceptual aspects of risk. The next section explores
risk’s more tangible aspects by defining its core elements.

2.3 The Core Elements of Risk

All forms of risk, whether they are classified as speculative or hazard risks, comprise
common elements. This notion is illustrated in Figure 2, which highlights the following four
basic components of risk: (1) context, (2) action, (3) conditions, and (4) consequences.

) . could lead to
Action + Conditions > Consequences

(i.e., uncertainty) (i.e., gains or losses)

Figure 2: The Four Elements of Risk

Context is the background, situation, or environment in which risk is being viewed and
defines which actions and conditions are relevant to that situation. In other words, the context
provides the lens through which all consequences are evaluated. Without setting an
appropriate context, you cannot definitively determine which actions, conditions, and
consequences to include in risk analysis and management activities. Context thus forms the
foundation for all subsequent risk management activities.

After the context is established, the remaining elements of risk can be appropriately
considered. The action is the act or occurrence that triggers risk. It is the active component of
risk and must be combined with one or more specific conditions for risk to be present. All
forms of risk are triggered by an action; without the action, there is no possibility of risk.

Whereas the action is the active component of risk, conditions constitute risk’s passive
element. They define the current state or the set of circumstances that can lead to risk.
Conditions, when combined with a specific triggering action, can produce a set of
consequences, or outcomes. Consequences, the final element of risk, are the potential results
or effects of an action in combination with a specific condition(s).

When risk is present there is, by definition, a potential for loss. Depending on the
circumstances, there might also be a potential for gain (i.e., speculative risk). The next two
subsections examine the four elements of risk in relation to strategic and operational risk.

2.4 Strategic Risk

Strategic risk is the risk a company takes to fulfill its business objectives. Implicit in this
definition is the potential for both gain and loss, which makes strategic risk speculative in

6 CMU/SEI-2006-TN-014



nature. Consider how risk’s four elements apply to strategic risk. For example, think about a
situation where senior management in a financial institution is thinking about entering a new
market, such as providing online banking services. As it works through its decision-making
process, management must examine the potential opportunities and losses associated with
that market.

The context in this particular example is the market for online banking services. All actions,
conditions, and consequences must be viewed within this particular context. Actions in this
example are the range of strategic options being considered. Management has a number of
options it can pursue, including the following four: (1) decide to enter the market
immediately, (2) hedge bets by offering a few trial services, (3) do nothing now, but reserve
the right to play later, or (4) decide not to enter the market. Conditions in this example
include the current trends and uncertainties related to online banking services, such as the
number of potential customers, what actions competitors might be taking, and the current
core competencies of the company. The combination of each strategic action with current
trends and uncertainties produces a range of consequences, or potential gains and losses for
the company. Management considers the relative degree of opportunity and risk resulting
from each strategic action. It selects the best option based on the tolerance for risk in
conjunction with the desire to take advantage of the opportunity.

The four core elements of risk thus provide a useful means to break down and understand a
strategic business risk. These elements are also useful when considering a hazard risk, such
as operational risk.

2.5 Operational Risk

Recall that the following definition of operational risk is used in this document: operational
risk is the potential failure to achieve mission objectives. Figure 3 illustrates how the four
elements of risk translate to operational risk. The words in the figure reflect terminology
commonly used when describing operational risk. Notice that the mission of a work process
defines the context in which operational risk is viewed. Defining the mission is an essential
first step for characterizing operational risk because it forms the basis for identifying,
interpreting, and managing it. All other elements shown in Figure 3 are examined in relation
to the mission of a work process.

Mission

. _ could lead to !
Trigger + Vulnerabilities » Impact !

(i.e., uncertainty) (i.e., loss)

Figure 3: The Basic Elements of Operational Risk

CMU/SEI-2006-TN-014 7



The trigger is the act or event that, when combined with existing vulnerabilities, leads to a
range of potential losses.® Vulnerabilities are flaws or weaknesses that expose the process to
those losses; impacts define the potential losses resulting from a realized risk. With
operational risk, all losses are expressed in relation to the mission being pursued. Because it
is a hazard risk, operational risk provides a potential for loss, but does not present a
corresponding potential for gain.

One additional type of condition must be factored into the equation for operational risk:
controls. Figure 4 shows the relationships between controls and triggers, vulnerabilities, and
impacts. Controls are the circumstances that propel a process toward fulfilling its mission.
They include the policies, procedures, practices, conditions, and organizational structures
designed to provide reasonable assurance that a mission will be achieved and that undesired
events will be prevented, detected, and corrected [ITGI 00].°

Mission

1

v . could lead to |
1 Trigger + Vulnerabilities : - » Impact |
| (i.e., uncertainty) (i.e., loss) !
1 ! |
! 1
! 1
A W |

Controls Controls Controls

Figure 4: Controls and Operational Risk

Controls can help reduce risk by

e eliminating a triggering event

e monitoring for the occurrence of a trigger and implementing contingency plans when
appropriate

e reducing vulnerability

e reducing potential impacts

Thus, a true measure of operational risk must include the influence of controls as well as the
other four elements.

Finally, people commonly use the term threat when discussing operational risk. A threat is a
circumstance or event that produces risk [Alberts 05]. As shown in Figure 5, a threat
comprises a trigger and one or more vulnerabilities, because together these elements define

® In security, the term threat actor is often used when describing what triggers a security risk (which

is a subset of operational risk). The word trigger is used in this document to describe what initiates
operational risk because it includes circumstances, acts, or events that are much broader than those
considered in security risk.

This definition of control is derived from COBIT (Control Objectives for Information and Related
Technology). COBIT is issued by the IT Governance Institute (http://www.itgi.org) and promoted
by the Information Systems Audit and Control Association (http://www.isaca.org).

8 CMU/SEI-2006-TN-014
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the circumstances that create the potential for harm or loss. Section 3 builds on the concept of
threat by examining the five categories of threat that produce operational risk.

Mission
LTy :
L » could lead to :
+ Trigger + Vulnerabilities . . »  Impact |
S ) (i.e., uncertainty) (i.e., loss) i
| Y |
: Threat i

Figure 5: Threat and Operational Risk

CMU/SEI-2006-TN-014 9



3 Sources of Operational Risk

Analyzing the risk produced by various sources, or threats, is a foundational aspect of all risk
management activities. With respect to operational risk, a key question that must be
considered is: which threats lead to operational risk? Past research at the SEI examined
operational risk in various settings, including software development [Dorofee 96, Williams
99], system acquisition [Gallagher 99], and operational security [Alberts 02]. Our research in
these areas shows similarities and patterns among the types of threats that lead to operational
risk. Recent SEI research examines these domains to identify a common structure for
classifying sources of operational risk [Alberts 05]. The key to identifying this common
structure is to decompose a work process into its core elements.

3.1 Work-Process Elements

Figure 6 depicts a generic work process and highlights the activities required to achieve its
associated mission. Recall that a work process is a collection of interrelated work tasks that
achieves a specific result and that its mission defines the set of the objectives pursued when
executing that process.

A 4

Activity 2

Inp_ut» Activity 1 Activity 4  Qutput

A 4

Activity 3

Figure 6: Work Process with Four Activities

The basic objective of the process depicted in Figure 6 is to transform the input into the
desired output, forming the basis of the work-process mission. To achieve that mission, four
activities must be executed in the order shown, while also adhering to any cost and schedule
objectives. Process execution kicks off with Activity 1. After it is complete, its output feeds
Activities 2 and 3, which are performed in parallel. When both of these activities are
complete, their outputs are forwarded to Activity 4, the last in the sequence. Upon completion
of Activity 4, the process is finished. If the activities have been performed correctly, the
mission will have been successfully achieved.

A work process is more than a collection of activities, however. It is a complex
organizational system that brings together a variety of diverse components, or assets. These

10 CMU/SEI-2006-TN-014



assets (people, technologies, equipment, facilities, information, procedures, and inputs) are
organized in a specific way to achieve a particular mission. Process assets are not brought
together in a random fashion when pursuing a mission. On the contrary, they are a set of
interacting, interrelated, and interdependent parts that must function as a whole to accomplish
the mission. Successful execution requires the process to be carefully structured and also
effectively managed during operations. Thus, mission success (or lack of it) hinges on the
structural and operational elements of a work process.

Structural elements capture the static aspects of a process: forming a plan of action and
providing the foundation for process execution. There are two structural elements: mission
and process design. By contrast, operational elements embody the dynamic aspects of a
process, focusing on how the plan is implemented within the business environment. There are
three operational elements: activity management, operational environment, and event
management. All five structural and operational elements are examined in the subsections
that follow.

3.1.1 Mission

The key objectives pursued when executing a work process are embodied in its mission,
which typically comprises three distinct types of objectives: (1) product, (2) cost, and (3)
schedule. Product objectives define the nature of the outputs produced by the process.
(Product objectives are often referred to as technical objectives in the software development
domain.) For example, if you are developing a software-intensive system, the product (i.e.,
technical) objectives define the performance characteristics of the system as well as other
desired attributes, like reliability, safety, or security. Product objectives basically define
parameters of success for the products you build or the services you provide and form the
core objectives of a mission.

A mission could be solely defined by its product objectives. However, constraints must also
be considered in relation to product objectives. Managers do not have infinite funds at their
disposal, nor do they have an infinite amount of time in which to complete work tasks. As a
result, cost and schedule objectives must be considered alongside the product objectives.
These three types of objectives, when viewed together, typically define a basic mission. They
specify what will be accomplished, the anticipated costs to complete all activities, and the
time frame in which work will be completed. When appropriate, these objectives can be
supplemented with other supporting objectives to ensure a complete picture of success.

3.1.2 Process Design

Whereas the mission defines what success looks like, the process design provides the
roadmap for achieving that picture of success. The process design outlines the resources
needed to complete a mission as well as all steps, decisions, and handoffs required to
successfully execute a work process. A process design typically

CMU/SEI-2006-TN-014 11



e outlines people’s roles and responsibilities

e ensures that activities are sequenced correctly

¢ identifies dependencies and interrelationships among the activities
o defines the timing requirements for each step in the process

e establishes practices and procedures that must be followed

e provides process artifacts, such as decision-making guidelines, templates, and written
procedures

o defines technologies that are needed to support the process

o establishes measures and metrics for managing the process
The mission and process design, when viewed together, define a plan of action. You can think
of them as forming the blueprint of the work process. They are important because they define

a set of objectives as well as the path for achieving them. Figure 7 shows the relationship
between the two structural elements of a work process.

0 oo ) MISSION

N AN J
T e

Process Design Mission

Figure 7: Structural Elements of a Work Process

3.1.3 Activity Management

Whereas the mission and process design provide the basis for process execution, activity
management is focused on assembling, organizing, and overseeing the resources required to
bring that plan to life. Examples of these resources include

o the people tasked with doing the work

¢ the technology and equipment that directly support work process execution

o the facilities in which the work will be completed

e software programs used to automate the process or to facilitate process execution

Figure 8 illustrates the notion that activity management makes a work process operational.
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Figure 8: Activity Management

3.1.4 Operational Environment

Ideally, management and staff could focus exclusively on the tasks at hand and ignore how
the broader operational environment affects process performance. However, the environment
typically plays a role in how efficiently and effectively activities are performed. Management
and staff must be aware of their surroundings and understand how environmental conditions
might affect work tasks. The operational environment, which is the second operational
element of work processes, includes an organization’s structure, culture, and politics. It also
includes any constraints that a work process inherits from the parent organization(s) in which
it is executed or from the broader business environment. For example, these constraints can
include restrictions imposed by laws and regulations as well as problems with services
provided by third parties. Figure 9 adds the operational environment to the evolving picture
of a work process.

Operational Environment

Figure 9: Operational Environment
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3.1.5 Event Management

Thus far, we have focused on what it takes to plan and execute a process during normal, or
expected, operational conditions. However, effective management must also take into account
the possibility of problems resulting from unusual, or unexpected, circumstances (i.e.,
events). A process must be nimble enough to adapt to a range of possible situations or events.
The final operational element, event management, highlights the ability to manage
unpredictable events and change.

If the business environment were not subject to the effects of unexpected events and change,
the previous four elements (mission, process design, activity management, and operational
environment) would be sufficient to forecast the potential for success. However, the world is
dynamic and unpredictable, which forces people to prepare for unusual or unexpected
situations. Management and staff must be on alert for sudden events that can derail progress
as well as for how incremental change can affect performance over time. Figure 10 adds the
concept of events to the work-process diagram.

Operational Environment

Event

Event

Figure 10: Event Management

As shown in Figure 10, the five work-process elements all play key roles in achieving a
mission. They also provide the basis for exploring the range of threats that can cast doubt on
the potential for mission success.

3.2 Categories of Operational Threat

Recall that a threat is a circumstance or event with the potential to cause harm or loss, which
makes it the source of operational risk. A threat comprises two distinct elements: a trigger
(the active component of threat) and one or more vulnerabilities (the passive component of
threat). Five basic categories of operational threat uniquely map to the five work-process
elements featured in Section 3.1. Each category is examined in the subsections that follow,
beginning with mission threats.
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3.2.1 Mission Threats

The mission is the cornerstone of a work process, defining what success looks like. If that
definition is skewed or flawed, the entire system could be out of balance, producing
unexpected or unwanted results. A mission threat is a fundamental flaw, or weaknesses, in the
purpose and scope of a work process. It injects considerable vulnerability into the very
foundation of a work process, exposing it to a substantial amount of operational risk. This
vulnerability can manifest itself in a number of tangible ways, affecting all aspects of the
process, from the layout and arrangement of activities to the resources assigned to those
activities. Examples of mission threats include the following:’

e The core mission objectives are inherently risky.

e Funding is insufficient to complete the core mission objectives.

e Time is insufficient to complete the core mission objectives.

o Resources are insufficient to complete the core mission objectives.

e Mission objectives are unclear or unarticulated.

e The mission does not meet customer requirements and needs.

e Mission objectives are not defined and documented.

e Local missions are not aligned with the overarching mission.

3.2.2 Design Threats

While the mission describes the goal or objectives being pursued, the design of a process
delineates the roadmap for achieving the mission. A design threat is an inherent weakness in
the layout of a work process. It can have far-reaching consequences because it embeds risk
within the structure of a process. Common design threats include
e The process is not defined and documented.
e The process is overly complex or inefficient.
- Unnecessary tasks are performed.
- There are bottlenecks.
e The process does not conform to accepted policy and practice.
e Procedures for performing tasks are not defined and documented.
¢ Roles and responsibilities are not defined and documented.
e Quality assurance is not built into the process.
e Supporting technologies are not designed to facilitate process execution.

o Facilities (i.e., physical layout of work space and equipment) do not support efficient
execution of the process.

The list of threats for each of the five categories of operational threat provides examples of threats
in that category. It is not a comprehensive compilation of all possible threats.
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o Performance measures or metrics for managing the process are not defined.

3.2.3 Activity Threats

Activity management builds upon the structural elements of a work process by assembling,
organizing, and overseeing the resources needed to execute that plan. An activity threat is a
flaw, or weaknesses, arising from the manner in which activities are managed and performed.
A variety of circumstances can produce this type of threat, ranging from people’s actions to
unreliable performance of support technologies. In essence, activity threats occur when actual
performance deviates from what was planned or anticipated (e.g., as outlined in the design).
Potential activity threats include the following:

o Staff members do not possess the necessary knowledge, skills, and abilities to perform
expected tasks.

o Staffing levels are insufficient to complete all assigned tasks.

o Staff members do not receive adequate training related to domain knowledge.

o Staff members do not receive adequate training related to process execution.

e The staff does not efficiently execute the process as defined.

¢ Inputs to an activity are not accurate and complete when received (i.e., they contain
defects).

e Inputs to an activity are not received on time.
e Management does not facilitate completion of the process.
¢ Risk is not managed effectively.
e Problems are not resolved quickly.
e  Supporting technologies
- are unreliable
- do not perform as expected
- do not work well together where required (i.e., are not interoperable)

3.2.4 Environment Threats

An environment threat is an inherent constraint, weakness, or flaw in the overarching
operational environment in which a process is conducted. It represents an inherited source of
risk,® which makes it difficult to manage in many instances.

An inherited risk is one that originates outside of a specific entity. For example, a manager
overseeing a process might find that his or her mission is at risk due to the actions of partners and
collaborators. This is an example of an inherited risk because it originates in parts of the process
not controlled by that manager. Likewise, the manager might determine that his or her mission is at
risk due to an environment threat, such as lack of cooperation across functional boundaries. Risks
caused by environment threats are, by definition, a type of inherited risk because they originate in
the overarching operational environment in which a process is conducted.
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The following list includes some of the more common environment threats:

e The organization does not reward desired behaviors.

o Organizational lines of authority are not well defined.

e Staff morale is low.

o Organizational politics adversely affect process execution.
e There is lack of cooperation across functional boundaries.

¢ Communication barriers prevent candid exchanges of information between people
throughout the organization.

o Stakeholder pressures adversely affect process execution.

e The physical working environment does not contribute to staff effectiveness.

3.2.5 Event Threats

An event threat is a set of circumstances triggered by an unpredictable occurrence that
introduces unexpected change into a work process. This unpredictable event must combine
with one or more vulnerabilities to produce risk. Typically, these vulnerabilities lie dormant
within a work process and do not produce any visible effect on performance during day-to-
day operations. However, certain events in combination with these dormant, apparently
benign, vulnerabilities place a mission at risk. Examples of event threats include

e surges in workload

o loss of key personnel (management and staff)

e cyber-security breaches

e computer viruses and other types of malicious code

e physical-security breaches

o natural disasters (floods, earthquakes, etc.)

e changes in policies and regulations

e changes in budget and resources

e changes in core mission objectives

e changes in schedule or funding

e introduction of new technology

e changes in customer needs and requirements

The five categories of operational threat thus define a broad range of threats that can put
mission success in jeopardy. All threats can be decomposed into two basic elements: (1) a
trigger and (2) one or more vulnerabilities. However, there are differences in how threats
from different categories arise. The circumstances required to produce an event threat differ
from those needed to create threats from the other four categories. In the next section, we
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take a closer look at this difference by exploring the underlying mechanics of each threat
category.

3.3 Elements of Operational Threat

Table 1 highlights the trigger and vulnerability associated with each category of threat. The
table explicitly highlights the fundamental difference between event threats and the other four
categories. Whereas an event threat is triggered by an unpredictable occurrence, threats from
the other four categories are triggered whenever a work process is executed; no external
trigger or occurrence is needed to produce risk. This section explores the specific mechanics
of threats, beginning with event threats.

Threat Elements

Threat Category Trigger Vulnerability

Mission Threat Process execution A fundamental flaw, or weaknesses, in the purpose
and scope of a work process

Design Threat Process execution An inherent weakness in the layout of a work
process
Activity Threat Process execution A flaw, or weaknesses, arising from the manner in

which activities are managed and performed

Environment Threat Process execution An inherent constraint, weakness, or flaw in the
overarching operational environment in which a
process is conducted

Event Threat Event Specific vulnerabilities that, when combined with
the triggering event, place a mission at risk

Table 1: Elements of Operational Threats

Consider the circumstances that lead to an event threat, such as a computer virus. Many
vulnerabilities are embedded in the computer systems that people use every day. Some can
affect a computer’s performance during routine use by causing it to crash periodically. By
contrast, others lie dormant within the computer’s operating system and applications and do
not produce any visible effect on the computer’s performance during day-to-day operations.

A computer virus is a program designed to exploit these dormant vulnerabilities and
subsequently cause infected computers to act erratically. People with malicious intent design
these programs with the ultimate goal of wreaking havoc throughout the business community.
Although there are different types of viruses, which affect computers and their supporting
networks in different ways, they typically produce similar results, such as degrading the
performance of computers and networks or rendering them unavailable for use. If a work
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process is highly dependent on the availability of infected computers and networks,
production can be temporarily halted, which puts the work-process mission at risk. Notice
that the vulnerability in this example poses no threat to production during typical operating
conditions. An unpredictable event, in this case the proliferation of a computer virus, is
required for damage to occur.

Now, consider the mechanics of an activity threat. For example, think about what happens
when the following vulnerability exists: inexperienced people, who also have not received
adequate training and education for their positions, staff a process. When asked to perform
their assigned tasks, these inexperienced staff members are prone to making mistakes and
poor decisions, which puts the work-process mission at risk. Notice that the risk in this
example occurs whenever people perform their assignments; no additional trigger is needed.
Thus, process execution serves as the trigger that, when combined with certain
vulnerabilities, produces a threat. Similar mechanics lead to mission, design, and
environment threats.

By reviewing the definitions of each threat category presented in Section 3.2 in relation to the
triggers and vulnerabilities from Table 1, you will notice that the definitions provided for the
first four categories in the table emphasize vulnerability. For example, the definition of an
activity threat is a flaw, or weaknesses, arising from the manner in which activities are
managed and performed. Notice that this definition focuses exclusively on vulnerability. The
trigger (i.e., process execution) is merely implied in the definition.

By contrast, the definition of an event threat is a set of circumstances triggered by an
unpredictable occurrence that introduces unexpected change into a work process. Notice that
this definition focuses on the situation that triggers risk, rather than on the vulnerability that
must also be present. In other words, the definition of an event threat implies the existence of
vulnerabilities, but does not explicitly mention their existence. This difference is important
when expressing and mitigating risk, which we discuss in the next section.
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4 Potential Applications

This technical note presents SEI research intended to define the basic structure of risk. We
believe that this work will prove to be useful when analyzing the strengths and weaknesses of
the risk management methods, tools, and techniques used in today’s business environment.
We also believe that the ideas presented in this document provide the beginnings of a solid
conceptual foundation upon which future risk management work will be based. In this
section, we briefly examine two areas in which these concepts can be applied: (1) effective
means for communicating risk information and (2) key strategies for mitigating operational
risks.

4.1 Expressing Risk

The need to communicate risk information is becoming increasingly important in today’s
business environment. For example, consider the nature of operational risks that afflict many
of today’s work processes. Personnel who work most closely with a work process normally
have an optimal vantage point for observing its nuances; they understand its shortcomings
and flaws. They develop unigue insights into how operational risks can adversely affect their
abilities to do their jobs. However, they are often unable to manage those risks because they
do not usually have sufficient authority to prioritize and allocate mitigation resources. As a
result, if these risks are not effectively articulated to management, they cannot be adequately
addressed.

All decision makers need to receive timely information about the risks confronting them. The
ability to effectively communicate risks and concerns within an organization and across
multiple organizations is becoming increasingly important in today’s complex business
environment. The core elements of operational risk presented in Section 2.5 will influence the
requirements for communicating risks. The following items should be considered when
communicating risk information:

e Mission — Effective communication of operational risk requires all participants to view it
within the same context. In other words, people need to have a common understanding of
what constitutes success for an operational system. This picture of success must also
include an explicit set of criteria for measuring impact and probability.

e Trigger — Any expression of operational risk must convey the specific act or event that
initiates a given risk. With an event threat, there is uncertainty regarding whether or not
the triggering event will occur. That uncertainty is expressed as a probability, which must
be included in the expression of risk. With the other four threat categories, there is no
uncertainty about the occurrence of their triggers; it is assumed that risk occurs whenever
the process is executed.
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o \Vulnerabilities — When expressing operational risk, people must be sure to describe any
relevant flaws or weaknesses that expose a work process to potential losses.

e Impacts — The potential losses resulting from the occurrence of a risk must also be part of
an expression of risk. Each potential impact must also include a value that estimates the
extent of prospective losses. In addition, since each potential impact is conditional
(meaning that it might or might not occur), all impacts have probabilities associated with
them. Those probabilities must also be communicated when articulating risks to others.

e Controls — Controls do not always need to be explicitly communicated when discussing
risk. However, their effects need to be included in all values of impact and probability.

Note that the above list presents some of the key items to consider when communicating risks
to others. However, it does not provide a structured format, or syntax, for expressing risk.
Future research will focus on defining a standard structure for conveying risk information to
decision makers.

4.2 Mitigating Risk

The core elements of operational risk are also useful for framing mitigation planning
activities. For example, common strategies considered during mitigation planning should
include the following:

o eliminating a triggering event (applies only to risks resulting from an event threat)

e monitoring for the occurrence of a trigger and implementing contingency plans when
appropriate (applies only to risks resulting from an event threat)

e reducing vulnerability

o reducing potential impacts

Notice that this list mirrors the list of controls presented in Section 2.5. Recall that controls
include the policies, procedures, practices, conditions, and organizational structures designed
to provide reasonable assurance that a mission will be achieved and undesired events will be
prevented, detected, and corrected. Risk mitigation strategies are simply means of improving
the current set of controls and thus reducing the amount of risk affecting the mission.
Understanding the core elements of risk thus provides a conceptual basis for determining
how to mitigate risk.
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5 Conclusion

The research presented in this technical note is part of an ongoing body of research in the
area of mission assurance. We anticipate that the material in this report will be refined over
time as the research progresses. Future publications will reflect any new concepts and
philosophies related to risk management and mission assurance.

This body of research began with an effort to consolidate previous research and development
activities in the areas of project and security risk management under the banner of operational
risk management. The SEI team conducting this research used the Basel Il definition of
operational risk as a starting point. Recall that the Basel 1l framework defines operational risk
as “the risk of loss resulting from inadequate or failed internal processes, people and systems,
or from external events” [BIS 04].

Our initial research goal was to define sources of operational risk that are common to most
work processes. When cataloging sources of operational risk, team members examined data
from risk assessments performed in multiple domains (including software development and
organizational security) as well as published references on risk management. We used the
following criterion to guide definitions of risk sources: all threats that could affect
completion of an operational mission (i.e., the mission of a work process) must be included in
the analysis. The key outcome of this initial research was the five categories of threat
described in Section 3.

We were able to map all threats documented in the reference materials and assessment results
into the five threat categories. However, team members also noticed that the five threat
categories included sources of risk that went well beyond the Basel 11 definition of
operational risk. At that point, we decided to expand the definition of operational risk to the
potential failure to achieve mission objectives. This report was written using the team’s
revised definition of operational risk.

This technical note marks the completion of the team’s initial phase of work. Based on the
results to date, we have decided to take a second look at its decision to expand the definition
of operational risk. As we review the definition, we will attempt to answer the following
question: Is the risk triggered by the five categories of threat actually a unique form of risk
that is substantially different from operational risk?

Because the Basel Il definition of operational risk is so widely used in the financial
community, people within that community might resist adopting the more general definition.
At the very least, the general definition of operational risk would likely lead to confusion
when presented to a financial audience. As a result, we are considering defining a new form
of risk called mission risk. Our proposed definition for mission risk is the possibility that a
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mission might not be successfully achieved. Using the term mission risk in lieu of operational
risk should eliminate any confusion within established communities of practice (e.g., the
financial community). As we debate about whether to define this new form of risk, we
welcome any feedback or opinions from members of the risk management community.

Finally, identifying the five threat categories has also led us to investigate a broader area of
research. It is important to note that the five threat categories are intended to define all major
sources of risk that can affect successful completion of a mission. The focus on ensuring
mission completion led us to expand our work into the discipline of mission assurance,
which is an approach for establishing a reasonable degree of confidence in mission success.
Mission assurance is achieved when the risk to mission objectives is kept within tolerance.
Since the five categories define which threats can put mission objectives at risk, they form
the basis for SEI mission assurance research. Future publications will address the topic of
mission assurance and examine how it can be used to more effectively manage work
processes.
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Feedback

The SEl is interested in hearing feedback or opinions from members of the risk management
community about the concepts presented here. Please send questions or comments about this

technical note to asp-requests@sei.cmu.edu.
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